
My Post Virus Repair Check List 

  

Once the Malware is thought to be Removed! 

  

1>     Recover deleted files, if any, using Recuva 

2>     Reset your passwords on all accounts 

3>     Check for any Windows updates - Apply locally! 

4>     Remove All Old Restore Points 

5>     Delete⁄Recreate the hiberfil.sys file 

6>     Delete⁄Recreate the pagefile.sys file 

7>     Run System Ninja for all drives - cleaning 

8>     Run KillSwitch by Comodo and make sure all is safe 

9>     Run Autoruns by Comodo and make sure all is safe 

10>   Run Windows Repair All In One to Repair Any Leftover Issues 

            Possible Issues Left to Repair: 

         Registry Permissions, Hidden Files, Missing Start Menu Icons, 

         Hosts File, Proxy Setting, Set Windows Services to Default, etc 

11>   If Internet Issues Persist use Complete Internet Repair 

12>   If Internet Issues Persist use Reset Your Router 

13>   Run Farbar Service Scanner if issues persist due to "Missing Files" error. 

14>   Run Registry Cleaner of your choice. Free Window Registry Repair 

15>   Modify hosts file with mvps.bat file 

16>   Run HitManPro again to be sure! 

17>   Load Kingsoft PC Doctor and check Vulnerabilities 

18>   Test: The System: Task Mgr, Regedit, Services.msc, Internet Access, MS Office 

         Adobe, MSConfig, Media Player, Email, etc,etc. Anything client uses! 

         Reboot and test again. 

19>   Create new registry backup⁄restore point 

20>   Set daily scan and backup schedule 

21>   Uninstall and Reinstall Antivirus program 

22>   Backup entire system (Image) 

 

http://www.piriform.com/recuva/download
http://thundercloud.net/infoave/new/2012/03/25/when-and-why-to-remove-old-system-restore-points/
http://www.techrepublic.com/blog/itdojo/delete-hiberfilsys-by-disabling-windows-hibernate-function/1493
http://www.techmixer.com/pagefilesys-how-to-remove-pagefilesys-from-windows/
http://singularlabs.com/software/system-ninja/
http://www.gegeek.com/documents/Downloads/Antivirus/KillSwitch.exe
http://www.gegeek.com/documents/Downloads/Antivirus/Autoruns.exe
http://www.tweaking.com/content/page/windows_repair_all_in_one.html
http://www.datum-forensics.com/downloads/?did=4
http://www.ehow.com/how_2110924_reset-back-factory-default-settings.html
http://www.bleepingcomputer.com/download/farbar-service-scanner/
http://www.regsofts.com/free_registry_repair/registry_repair.htm
http://winhelp2002.mvps.org/hosts.htm
http://www.kingsoftsecurity.com/pcdoctor/
http://www.tweaking.com/files/setups/tweaking.com_registry_backup_setup.exe

